WH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJIOM MOJIOJI)KM B HHTEPHETE CTAaHOBUTHCS OoJiblle, a
IIKOJBHUKM OJIHM W3 CaMbIX AaKTMBHBIX NoOJb3oBarened Pynera. Mexny Ttewm,
MIOMHMO OTPOMHOT'0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOoOIeMbl. JTa
namsiTKa JOJDKHA MOMOYb Te0e 6€30MacHO HaXOUTHCS B CETH.

KomnerotepHsie BUPYChI

KoMIbroTepHsIli BUPYC - 3TO Pa3HOBHJIHOCTH KOMIBIOTEPHBIX IPOrPAMM,
OTIMYUTEIBHON 0COOEHHOCTHIO KOTOPOU SIBISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nmonosiHeHHE K 3TOMy, BUPYChl MOTYT IOBPEIUThH WM MOJHOCTHE) YHUYTOKUTH
Bce (haiiiibl U JaHHbBIE, TOJKOHTPOJIBHBIE TI0OJB30BATENI0, OT UMEHU KOTOPOro Oblia
3alynieHa 3apaKeHHas IPorpaMma, a TAaKKe MOBPEIUTh WIM J1aK€ YHUYTOXHUTh
OTIEpaIIMOHHYIO CUCTEMY CO BceMH (paiizamu B 1eJoM. B OOJIbLIIMHCTBE CilydaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozap! 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

1. Ucnionb3yii COBpEMEHHBIE OIEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2. IlocTostHHO ycTaHaBiaMBad mnadtd (UUQPPOBBIE 3aIIATKA, KOTOPHIE
ABTOMATHYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPaOOTKM MPOrpaMMbl) U Ipyrue
OOHOBJIEHUS CBOEH ONEepalMOHHON cucTeMbl. CkaunMBai UX TOJIBKO C OUIIUATBHOTO
caifra pa3padbotunka OC. Ecnu cymiecTByeT peskuM aBTOMaTHUYE€CKOI0 OOHOBIICHUS,
BKJIIOYH €r0;

3. PabGoraii Ha cBoeM KOMMbBIOTEPE TOJ TMpaBaMH MOJL30BATENsA, a HE
aJIMUHUCTPATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEJIOHOCHBIX IMPOTrpamMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnons3yil aHTHUBUPYCHBIE MPOTrPaMMHBIE IPOAYKTBl HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0a3;

5. Orpannub GpU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIMII;

6. Mcnonb3yil BHENIHUE HOCUTEIW MH(MOpMAINK, Takue Kak Quielika, IUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEpHbIE (ailyibl, MOJTYYEHHBbIE W3 HEHAJEAKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIE MpUciail TBOM 3HAKOMbIH. JIydie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony HumepiaHiackas KOMIAHHS 3aperucTpupoBaiia OpeH
"WECA", urto o0Oo3Hauano cinoBocouetanue "Wireless Fidelity", xkoropsrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.



Jlo Haiero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISICTCS TaKOU
e TexHoyoruei. Ito adbbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JaHO C
HaMEKOM Ha CTaHJapT Bbiciiell 3BykoBoi TexHuku Hi-Fi, yTo B mepeBoje o3Hauvaer
"BBICOKAsi TOYHOCTB .

Ja, OecryaTHBIM UHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, YUTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CogeTsl 10 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro MuHyto nHPOpMaIuio gepe3 odmieaoctynasie Wi-Fi
cetu. PaboTtas B HUX, JKeJaTeIbHO HE BBOAUTH MApOJIU JIOCTYNA, IOTUHBI U KaKUe-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBJISIT aHTUBUPYCHBIE MPOTrpaMMbl U OpanamMayep. Tem
CaMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKK BUPYyca Ha TBOE YCTPONCTRO;

3. Ilpu ucnonwzoanuu Wi-Fi otkimoun ¢pynkiuto "OOmuit octy K daitnam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonw3yit nyOmuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Mcnonb3y# ToJIbKO 3amuiineHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBoaM UMEHHO "https://";

6. B moOunsHOM Tenedone orkmoun QyHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'. He nomyckall aBTOMATHMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssiMm Wi-Fi 6e3 TBoero cornacus.

CormanbHbie cETH

CoumayibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIFOIU pabOTaIOT
Y JKUBYT TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MusiInap 4ejioBeK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKHUTEJEH IIaHEThl. MHOTHE MOJIb30BATENN HE
MOHUMAIOT, YTO HH(pOpPMAIMs, pa3MEIICHHas UMU B COLMAJIBHBIX CETSIX, MOXKET
ObITh HalJEeHAa W MCIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE€ HE 0053aTEeNbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CIIUCOK Apy3eil. Y TeOs B IPy3baxX HE JTOHKHO OBITH CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO YacTHYIO XHU3Hb. He ykaspiBail maposiu, TenedoHbI,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYIyH0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe HH(POPMAIINIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuiiail CBOIO penyTaluio - AEp>KU €€ B YUCTOTE U 3a7aBaii cede BOIpoc:
XOTeJ OBl ThI, YTOOBI JPYyrue IMOJB30BATEIM BHUJACIHM, YTO ThI 3arpyaeiib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOAbMH, KOTOPBIX HE 3HAEIIh, HE UCIOJIb3Yil CBOE
peasibHOE MMS U JIPYTYIO JUYHYI0 WHGOPMAIMU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemienus pororpaduii B IHTepHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIO0KEHUE;



6. Ilpu peructpanuu B COLMAIBHOW CETH HEOOXOIUMO HCIIOJIb30BAThH
CJIOXHBIE TIAPOJIH, COCTOSLIUE U3 OYKB U IUPP U C KOJUUECTBOM 3HAKOB HE MEHEE
8;

7. Jns  conuanbHOW CETH, TMOYTBI W JPYIHMX CaWTOB HEO0OXOIUMO
UCII0JIb30BaTh pa3Hble mapoyu. Toraa eciau TeOsi B3JIOMAIOT, TO 3T0YMBIIIICHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DJNEeKTpOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA CHocoO MaTexked, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTMX T'OCYyAapCTBax A0 CHX IOP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (PYHKIIMOHUPYIOT U O HUX YK€ MPOIMKUCAHO B 3aKOHE, TJIE X
pa3aeNsioT Ha HECKOJbKO BHUJIOB - AaHOHUMHBIE M HE aHOHUMHBIE. Pa3Hu1a B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX paspeniacTcss MPOBOAUTH olepanuu 0e3
UJeHTU(UKAIINY TT0JIb30BATENs], @ B HCAHOHUMHBIX UACHTU(UKALIMS TTOJIH30BATEIS
SBIIETCS 0053aTEILHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UATHBIE JEHBIU (paBHBI
rOCyJIapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PabOTe C INECKTPOHHBIMU JIEHBAMU:

1. IlpuBsiku K c4eTy MOOWIIBHBIN TeNePOH. DTO CaMblil yAOOHBIN U OBICTPHIi
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizaHHbIl TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aiffielllb Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yil omHopa3oBbie maponu. Ilocnme mepexoga Ha YCHIEHHYIO
aBTOpHU3aLMI0 TeOE yke He OyneT yrpoKaTh OMACHOCTh KpakKHh WM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. Boibepu cnoxubiii maponb. [IpectynmHukam OyneT HE MPOCTO yrajaaTh
CJIOKHBIN maposib. HagesxHble mapoJid - 3TO Mapoju, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B ¢€0s1 CTPOUYHBIE U MIPOMHUCHBIC OYKBBI, IIUPPHI U HECKOIBKO
CUMBOJIOB, TaKHM€ KaK 3HAK JoJiiapa, (yHTa, BOCKJIMIIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAS IMOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOTYUYEHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPbIE paclpeaeaioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
cleyIoumMM 00pa3oM: UMsI_TOJIb30BaTeNs(@WUMs_JIoMeHa. Takxe Kpome nepenadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailiibl.

OcHOBHBIE COBETHI TIO 0€30TaCHOM PabOTE C PIECKTPOHHOU MOYTOM:

1. Hago BbIOpaTh NpaBWIIbHBIA TMOYTOBBIM CEpBUC. B uwHTEpHETE ecTh
OTPOMHBIN BBHIOOP OECTIATHBIX MOYTOBBIX CEPBHUCOB, OHAKO JIYUIIIEe IOBEPSITH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3pIBail B TUYHOM MoYTe JUUHYI0 HHGopMaruio. Hanpumep, mydrie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";



3. Hcnonp3yid ABYX3TAMHYK aBTOPHU3ALMIO. JTO KOrJa MOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbIil 0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st KaXa0ro MOYTOBOIO SIIMKA I0KEH ObITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Eciu ectp BO3MOXHOCTH HAmucaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Hcronp3yil HECKOJIBKO MOYTOBBIX SIIUMKOB. IlepBbIil s 4acTHOM
MEPEIUCKU C aipecaTamMu, KOTOPHIM Thl JOBEpPSEIIb. DTO IJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;

7. He oTkpbiBaii (aiiibl M Ipyrue BIOXKEHUS B MUChMaX, JaKe €CIIM OHU
MNPUIUIM OT TBOUX Jpy3el. Jlyuiie yToO4HM y HHMX, OTIPABISUIA JIM OHH TEOE 3TU
Gaitnbr;

8. Ilocne oxkoHuaHusi paOOThI HAa TMOYTOBOM CEPBUCE TMEpei 3aKpbITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

KubepOymuiuHr unu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymnuar -  mpecieioBaHWE  COOOIICHUSIMU,  COJEPKAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTAHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaticsa B 6oii. JIyummii crioco0: mocoBeToBaThCs Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4aje YCIOKOUThCA. Eciau Tbl
HaYyHEllb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJEHHS, TO TOJBKO €le OOJbIe
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppemnyTauuei;

3. AHOHUMHOCTh B ceTh MHHUMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJUraHCKuW oOpa3 BUPTyaJbHOW ku3HU. WHTEepHET
(buKCUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpailHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. WrHopupyi eauHuuHbIii HeraTuB. OJQHOpPA30BbIE OCKOPOHTEIBHBIC
COOOIICHHMS JTyuIlie UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B mporpamMmMmax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
OTIPEAECIICHHBIX aJIPECOB;

8. Ecnu ThI cBUaeTenb kuOepOysumHra. TBOU EeUCTBUS: BHICTYIUTh MPOTUB
npeciieioBaTens, MoKa3aTh €My, 4YTO €ro JACHCTBUS OILICHUBAIOTCSI HETaTHUBHO,
MOJAJCPKaTh KEPTBY, KOTOPOH HYXKHA IICHXOJIOTHYECKAs IOMOIb, COOOIIUTH
B3pPOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapT(OHBI U TJIAHIIETHI COIEPKaT B ceOe BIIOJIHE B3POCIBIMA
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPHUPOBaTh CO CTAIlIOHAPHBIMU
KoMIibroTepamMu. OHAKO, CPEACTB 3AIIUTHI JIJIs1 TIOJJOOHBIX YCTPONCTB TOKA OYEHB



Mazo. TecTupoBaHHE U MOUCK YSI3BUMOCTEN B HUX IPOUCXOIUT HE TAK MHTEHCUBHO,
kak s 11K, To sxe camoe kacaetcs 1 MOOMJIBHBIX PUIIOKEHUH.

CoBpemeHHblE MOOWJIBbHBIE Opay3epbl yK€ MpPaKTUUYECKH JIOTHAJIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOH
OO0JIBILYIO CII0)KHOCTh U MEHBIIYIO 3aIlULIIEHHOCTb.

Jlaneko He BcCe MPOM3BOAMTENN BBITYCKAIOT OOHOBJIEHMSI, 3aKPbIBAIOIIHE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudero He sBnsercs mo-HacToseMy OecruiaTHbIM. Byns octopokeH, Beab
Korja tebe mpensaraiT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCITYTH;

Hymaii, mpexae uem oTapaBuTh SMS, poto unmu Buaeo. Trl TOUHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsI MOOMJIBHBIX TelIe()OHOB;

He 3arpyxaii npuiio’keHusi OT HEM3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kaxk Thl BBIJCLIBL C cailTa, I/ie BBOAMWI JMUYHYIO MH(POPMAIUIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[leprognuecku npoBepsiil, Kakue IUIATHbIE YCIYTd aKTUBUPOBAaHbI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth nmomkeH ObITH BBIKIIIOUEH, KOTZa Thl UM HE MoJyb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO Kpaco4yHbIE, 3aXBaThIBAIOILINE
pa3BieUeHUsl, OOBEIMHAIONIME COTHU ThICSU YEJOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JTaHHBIM UM MHp, OOLIAIOTCS APYT C APYrOM, BBHINOJHSIOT 3a/laHus,
CPKAIOTCSI C MOHCTPAMHM W TOJY4YarOT ONBIT. 33 YIOBOJBCTBUE OHU IUIATST:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WJIH MPUOOPETAIOT KAKUE-TO OIIUU.

Bce ati cpeactBa uayT Ha nojAepKaHUe U pPa3BUTUE UTPbI, @ TAK)KE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no100HbIX UTpax CTOUT OMacaThCsl HE CTOJILKO CBOMX COMIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AI[MU OOJBIITMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecniu npyroif urpok BeneT ceds MI0X0 WIH CO3JaeT Te0e HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. [loxkamy¥ics aAMMHACTPATOPAM UTPhI Ha TUI0XOE MOBEJEHUE 3TOTO UTPOKa,
KeJlaTeIbHO MPUIIOKUTh KaKHe-TO TOKa3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3biBail muunyo nHGOpMaIHio B ipodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBail HeopuIaIbHbIE TATYH U MOJBI;



6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. daxke BO BpeMs UTPBI HE CTOUT OTKJIIOYaTh aHTUBUpYC. [1oka ThI urpaems,
TBOI KOMITBIOTEP MOTYT 3apa3UTh.

QOUIIMHT UM KPaXKa JINYHBIX TaHHBIX

OOBIYHOM Kpaskel JEHEr U JOKYMEHTOB CErOJHS YK€ HMKOTO HE yJIWBHIIb,
HO C pa3BUTUEM HMHTEPHET-TEXHOJOTUN 3JI0YMBIIUIEHHUKA IEPEMECTIIINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIHMHT,
TJIaBHAsg 1eNb KOTOPOTO COCTOUT B TMOJYYCHHH KOH(PHACHIUATBHBIX TaHHBIX
MI0JIb30BAaTENeH - IOTUHOB U napodieil. Ha anrnuiickom si3bike phishing unraercs kak
¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciy TeI momo3peBaenip, 4TO TBOS aHKETA
ObL1a B3JIOMaHa, TO HEOOX0IMMO 3a0JI0KUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3onacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonp3y#t cioxHble W pa3Hble mapoiu. Takum oOpasom, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKH IIOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3JIOMaid, TO HEOOXOAMMO TMPENYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBieHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO UMEHU OYJET pacchlIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbBIE
CaMThI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpbiBail (ailsibl U Apyrue BIOXKEHHS B MUChMax, JAXe €CIIU OHU
OPUILUIM OT TBOMX Jpy3eil. Jlydiie yTouHu y HMX, OTIPaBIsUIA JIU OHU Tebe 3TU
(bab.

[udposas penyramnus

[u¢posas peryTanus - 3T0 HeraTUBHAs WM O3UTUBHAsI MH(POPMAIS B CETU
o tebe. Kommpomerupyromas uHpopManusi, pasMelieHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30oM OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludponas
penytamus" - 3T0 TBOW UMUK, KOTOPbIH GopMupyercst U3 uHpopmanuu o Tede B
UHTEPHETE.

TBoe MecTo JKHUTENbCTBA, Y4eObl, TBO€ (DMHAHCOBOE IMOJOXXECHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K NyOJUKAlMHU JINYHOU
uHpopmanuu B MHTEepHETE, HE MOHMMAsi BO3MOXKHBIX MOCiencTBUM. Thl gaxe He
CMOXKeIIb OTrafaThcsi O TOM, 4TO Qororpadus, pa3MelieHHas 5 JeT Ha3aj, craja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE UCYE3HYTh JAXE I0CIIE TOr0, KaK Thl UX YAAINIIb. Thl HE 3HAaCHIb, KTO COXPAHMII
3Ty uH(GOpMaIIUIO, TIOTaja JIM OHA B TOUCKOBBIE CUCTEMBI M COXPaHWIIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€OE OKPYKAIOIIUE JIFOAH, KOTOPhIE HANAYT U YBUIAT



310. Haiitn uHdopmaimo MHOTO JIeT CIyCTS CMOXKET JI000W - Kak U3 J0OphIX
noOyXIeHUH, TaK U ¢ HAMEPEHUEM MPUYUHUTD BpeA. DTO MOKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI O 3aIIUTE HUPPOBOH peryTallUu:

1. [Toxymaii, mpexae ueM 4yTo-To MyOJUKOBAThH U MepeaaBaTh y cest B 6Jore
WM B COLIMATILHOM CeTH;

2. B mnacrpoiikax nmpoduisi yCTaHOBH OTPAaHUYEHUS HA MPOCMOTP TBOETO
npoduIs U €ro COACPAKUMOTro, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3memaii u He yka3piBail HHQOpMAIIHIO, KOTOPas MOXET KOro-Tudo
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE PaBo

CoBpeMEHHbIE IIKOJIBHUKH - AaKTUBHBIE IIOJb30BATENN  LU(PPOBOroO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTUMH
BO3MOXKHOCTSIMM ~ LH(poBOro  Mupa TpeOyeT cOOMoAeHHs  TIpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEMIEKTyallbHas COOCTBEHHOCTb' OTHOCHUTCA K pPa3jIMYHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 YMa, HayMHasi C HOBBIX HM300pETEHU M 3HAKOB,
0003HAYAIOIUX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYT'H, U 3aKaHYMBasi KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHUE ITpaBa BHICTYIIAIOT B
KAueCTBE TapaHTHUH TOTO, YTO HMHTEJUIEKTYyaJIbHBIA/TBOPUECKUH TpPyA aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpPaBEMJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TpyHAa, MOJYyYUTh HW3BECTHOCTh W mNpu3HaHue. Hukrto 6e3
paspenieHus aBTOopa HE  MOXET BOCHPOU3BOJIUTH €ro  MPOU3BEICHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATh, NPOJABaTh, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJWYHO HMCHOJHATH, MOKA3bIBATH/UCIOIHATh B 3UPE WIH
pasMmewars B IHTEpHETE.

Ucnionp3oBanne '"muparckoro" NPOrpaMMHOTO  OOECHEYEHUS MOXKET
IPUBECTM K MHOTMM pHCKaMm: OT IIOTEpPH JAHHBIX K TBOMM aKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, /i€ YCTAHOBJIEHA HeJerajabHas mnporpamma. He
CTOUT TaKXke 3a0bIBaTh, UTO CYLIECTBYIOT JIErajibHble U O€CIUIaTHbIE MPOTrPAMMBI,
KOTOpBIE€ MOKHO HalTH B CETH.

O nopraine

CereBU4OK.p( - TBOM IJIABHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM $I3bIKOM, & MPU BO3HUKHOBEHHUHU
KPUTUYECKOM CHUTyallud OOPATUTHCS 3a COBETOM. A TaKkX e MPUHATH Yy4acTUE B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IPaXTaHUHOM!





